What To Do If You're a Victim
If you're a victivn of identity thefi, the Pederal Trade
Commission | FTCH recomimends that you do the following

* Contact the fraend depariment of the three major credit
bureaus to place a frand alert on your credit file. The
tramd alert requests creditors to contact yon betors
opeming any new accounts or making any chamges to
your existing accounts,

* Close the accoumts that you know or believe have been
tampered with or cpened fravdulenthy. Use the [ Theft
Affidavit (available on the FTC website and accepted by
the three major credit bureaus) when disputing new
unauthaorized accounts.

* File & palice meport. Get a copy of the report to submit
ter your creditors and others who may require proof of
the crime.

# Fife your cormglaiens with the FTC an
wnw. comsurmer.povfidilefi. The FTC mabntain a database
of wentity theft cases used by law enforcernent agencies
for wvestygations. Filing a complaint alse belps the
apency learn more about identity theft and the problems
victims ane laving so that it can betier assist you.

In the course of the day you may write a check at the
drugstore, charge tickets fo a concert, rent a car, cll
home on your cell phone, or apply for 2 credit card.
Chanees are you don’t give these routing transactions
a second thought. But others may.

Identity thefi is the fastest prowing crime in Amenica,
affecting half a million new viciims each year,

Identity thefi is the takimg of & victio's identity to obiain
credit amd credit cards from banks amd retaibers, steal
money From a victings existing accounts, apply fos
loaamss,, establish accounts with arility cormpanies, rent

an apartient, file for bankrupicy, or obtain a job using
the victins name. Thousands of dollars can be stolen
withoat the wictim knowing about it for months or

EVETl FEars.

How Identity Theft Occurs

Al an identity thief nesds is any combination of your
Sacial Security muwrmbeer, birth date, address, and phone
number. This makes it pesgible o create a fake driver'’s
licenge and then pose as you in order to apply tor aredit.
The identity thict might put in a change of address with
a credit card cormpany o vow will not know that someome
¢lse s Tonming up chargss, Omce an identity thiet opens
one gcceunt, opening 4 second and a third s esier

Tdentity thieves can get information about you from
doctors, lawyers, schoals, health insurance carriers, and
other places. They may pick up your discarded personal
imformation, such as utility hills, credit card slips, and
bank statements. They may hack into your computer and
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steal your Social Security or account numbers and credit
card information. They may send you an email message
asking you o “update” your account information and
limk you to a bogus website so they can steal your
personal information.

How To Prevent Identity Theft

* Dy vk give oui persoual feformation over the phone,
ithrough the mail, or over the Internet unles you have
initiated e contact or keow with whom you'ne dealing.

* Shred all dociunents, ncluding preapproved ceedit
applications, imsurance forms, bank dhecks and statements
you are discarding, and other financial information,

* Protect your eoanputer from Iikernet inersders—use
“firewalls,” Alse use anfi-virus software and keep it
up-to-date,

# Creste fanm-to-guess passwords that cannot be found in
any dictionary. Select passwords with at least gight
characters and that include 3 mix of numbers and both
upperease and lowercase letiers.

* Minimize the identification information and the
number of cards you carry. Take anly what you'll
actually need.

* D avt ot e Social Sevurily mutadver on your checks
or your credil receipis. IFa business requests your Social
Security number, give an alternate number.

* W caredil when wsing ATM machines and long-distames
plane cands, Somecne may ook over your shoulder
amd get vour PIN murmbsers.
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* Make a tist of all your credit card account numbsers
and hank acconnt numbers with customer service
phone numbers, and keep it in a sate place.

# ¥ you request a gew eredil card and it doesa't arrive
i1 an appropriate period of tme, call to make sure
someone las oot iled a change of address for you.

* NWever salwnil yodnr eredit card pinsber to 4 website
unlesa it is encrypbed on a secured site, Look at the
brottonn of the soreen for a padlock symbol. Do nod
select to sive vour informeation on the site for future
iransrchions,

* Pay attention to your Willog cyoles. Fellow ap with
creditors it bills don't arrive on time, A missing credit
card bill could mean an identity thief has taken over
your credit account and dhanged your address,

* Canneed all et ey you have not wsed in the last
six months.

# Oprder your credit repont at least twice a year from the
three major credit bureaus: Bquifax {www.equifax.com ),
Experian (www.experian.com |, and Trans Union
(www. transunion.com b The Fair Credit Reporting
Act allowws you to get one free credit report from eadh
of the three major credat buneaus omoe per vear. Vit
wiwwLanmualeredilreporl.com.

* Correct all nvisiakes ou your credit report in writiog.
mend a letter o the credit reporting agency identifying
the problems e by item, include a copy of the credin
report, and send the lemter return recelpt reguested.




