How To Avoid
Being Stalked
in Cyberspace
(and What To Do
If You Are)

Like physical stalking,
cyberstalking can

lead to physical
wiolence. Victims suffer
psychological trauma,
often resulting in
anxiety, depression,
insomnia, and even loss

of employment.
&
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Cyberstalking is a sarious crime. A cybarstalker is somecne who wuses tha Intarnet, email,

or ather elecironlc cormmundcations devices to repeatedly threaten and harass ancther

parson. Cybarstalking is similar to physical stalking in that mest victims are women and

sl stalkers are men, the person Belng stalked wually krovws the staler, and the stalers

motivation is to axert control over the victim.

Cyberstalking is different in that the stalker and victim can be koated in different

gecgraphic areas, the stalker generally relies on the Intemet to send haressing or threatening

communications, and the stalker can easily encourage olher Intemed wsers o harass and

threaten the victim by posing as the victim in chetrooms ar posting inflammatory messages

an Intermel bulletin beards.

Like phwsical stalking, cyberstalking can lead to physical violence, Victins suffer

peychological trawma, often resulting in amxiety, deprassion, insomnda, and even loss

af employment, The lack of direct contact beteeen the cyberstalker and the victim

can make it difficult for law enforcement to fimd and amest the offemdar.

HERE ARE SOME TIPS TO PREVENT CYBERSTALKING:

W Make a list of safe sites (these sites that adopt an antl-harassment policy and Follow
through with it). COnly wisit those sites.

I Mesver givaa aut ary persoral infarmation aboelt yoursell o strangers inermails and chatrooms
ar on Intemet budletin baards.

W YWhean you are online, only type things you would actually say to someone face to face.
Think abxust how what youl say might be interpreted without the context of body languaige
and waoice,

W Wake sure thal your screen naeme i5 neubrad; reer use your resd nasme, nicknaseme, of
amy type of “supgestive” name.

B Ee very cautious abaut meeting an onlime acquaintance in parson. |f you choose to do
50, always take somesne with you and meet Ina public place.

W If you experience contact with someome thet is unpleesant or hostile, log off
immediately. Report the incident 1o yor Intermet Service Provider {I5F). Most
chabbulletin Boards alsa heve & reporting system for unplessant encounters.

HERE ARE SOME THINGS YOU CAN DO IF YOU ARE BEING CYBERSTALKED:

W If you are wumdar 18, immediately talk to your parents or an adult you can trust about
the situation, You may be in physical danges.

W If your email program has filtering capabilities, use them o block or filter email from
thix stalker. Sometimes you san block chatreom contact as vwell,

W Inform your |5P of the situation and reguest a new og-on name and password. T your
I5P i= mot responsive, get a new account.

W Eenp a kg of all communications from the stalker, Make copies of every ermail, and
do mat alter tham in ey way. This is your only evidence.

W WMakea it absolutely clear to the stalker that yow would like him or her not to contact
yOU Aain,

W If the herassment does not stop, contact yaur lecal police department and tell them
the situation,

Far more infarmatian, contact the Natlonal Center for Victims of Crime (NCVC], You can

call the Victim Assistance Hotline at 800-FYI-CALL hMondey throwgh Friday, 8:30 a.m.

o B30 pom, EST, or zend an emall to gethelp@nee arg, Visit NCVC's Stalking Resaurce

Centar ot was.ncyc,orgfsrcy.
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