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AWARENESS
MONTH

Software Updates

One of the easiest ways to boost your cybersecurity is to always keep software and apps
updated.

Every day, software and app developers focus on keeping their users and products secure.
They're constantly looking for clues that hackers are trying to break into their systems, or
they are searching for holes where cybercriminals could sneak in, even if they've never been
breached before. To fix these issues and improve security for everyone who uses their
services, upstanding software companies release regular updates.

If you install the latest updates for devices, software, and apps, not only are you getting the
best security available, but you also ensure that you get access to the latest features and
upgrades. However, you can only benefit if you update! Don't fret, updating software is easy,
and you can even make it automatic.

Here are four easy-to-remember tips to keep in mind when it comes to updates..

1. Automatic updates make your life easier

You don't have to check your Settings tab every morning — you can usually set up automatic
updates so that updates are downloaded and installed as soon as they are available from
the device, software, or app creator. Note that you might have to restart your device for the
updates to fully install. It is best to do this right away, but you can often schedule this to
happen during times when you aren’t using your device, like the middle of the night. Plenty
of us stay lazy and secure — although you probably should check your software update
settings every so often (quarterly is good) to ensure everything is set to your liking!

2. Get updates from the source

Before downloading anything, especially software and app updates, be sure you know the
source. Only download software to your computer from verified sources, and only download
apps from your device's official app store. The device, software, or app developer itself
should be sending you updates, not anyone else. And remember, pirated, hacked, or
unlicensed software can often spread malware, viruses, or other cybersecurity nightmares
to your network. Ruining your computer, phone, tablet, or other device isn't worth it!



https://staysafeonline.org/theft-fraud-cybercrime/malware-and-botnets/
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3. Don't fall for fakes!

On the web, you've probably come across suspicious pop-up windows that urgently
demand you download a software update. These are especially cormmon on shady websites
or if there is malware already on your machine. These are always fake — they are attempts at

phishing. Don't click any buttons on these pop-ups and close your browser. Many web
browsers will warn you if you are attempting to visit an unsecure web address or one that
could contain malware. Heed these warnings and don't take the bait!

4. Make it a habit

Even if you don't have automatic software updates turned on, make updating your device,
software, and apps a regular habit. Oftentimes, you will be notified that updates are
available. Even if it is a pain to close out of your programs and restart your device, it is worth
it to do this right away, especially if the update patches an urgent security flaw.

You should check your app and device settings on a regular basis, and you should check
monthly if you don’t have automatic updates turned on (although weekly is better).

Remember that updates are part of our digital lifecycle, and if you embrace them, you’ll
have more peace of mind, the latest security, and the best new features!

Update your devices and software with these direct links:

Operating Systems Connected Devices
e Android e Amazon devices
e Chrome OS e Apple Watch
e Apple e Fitbit devices
e Samsung e Garmin devices
e Windows e Google Nest or Home speakers

e Ring doorbells



https://staysafeonline.org/online-safety-privacy-basics/how-to-tell-if-your-computer-has-a-virus-what-to-do-about-it/
https://staysafeonline.org/theft-fraud-cybercrime/phishing/
https://support.google.com/android/answer/7680439?hl=en-GB
https://support.google.com/chromebook/answer/177889?hl=en-GB
https://support.apple.com/en-gb/HT204204
https://www.samsung.com/uk/support/mobile-devices/how-do-i-check-for-operating-system-updates-on-my-samsung-galaxy-device/
https://support.microsoft.com/en-gb/help/4027667/windows-10-update
https://www.amazon.co.uk/gp/help/customer/display.html?ref_=help_search_1-1&nodeId=200529680&qid=1637618866422&sr=1-1
https://support.apple.com/en-gb/HT204641
https://help.fitbit.com/articles/en_US/Help_article/1871.htm
https://www8.garmin.com/manuals/webhelp/nuvi57-58-67-68/EN-US/GUID-AB01F4C7-F1B1-4169-BC92-A222FF8344EC.html
https://support.google.com/googlenest/answer/7071791?hl=en-GB
https://support.ring.com/hc/en-gb/articles/115004599926-Checking-and-Updating-Your-Firmware

