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This roadmap is a suggested semester-by-semester planning guide for this program and is based on the current catalog requirements (bulletin.csusb.edu). It is a model
four-year plan, not a guaranteed sequence or contract. Course availability may vary from semester to semester (csusb.edu/class-schedule). Roadmaps are not meant to
cover every possibility and typically do not include specific general education or major coursework suggestions unless they are required by the major (i.e., core
requirements). This is intended to provide guidance in planning your academic path. This roadmap is subject to change without notice. Follow your PAWS Report, which
lists your coursework for graduation. Roadmaps should be reviewed in consultation with your advisor.

Although this roadmap is intended for all courses to be completed at the Palm Desert Campus, you can take courses at or through the San Bernardino Campus (SB) if
desired. Meet with an Academic Advisor or Faculty Advisor to discuss options.

KEY
* Required for major and only offered this term at PDC GE | General Education
o 120 unit minimum is required to graduate from CSUSB. If this requirement DI | Diversity and Inclusiveness Designation

is not met with GE and major units, you will need to complete

free elective units. See your Academic Advisor for more details.

LD |Lower division course (1000-2999)

G Global Perspectives Designation

UD |Upper division course (3000-5999) WI | Writing Intensive Requirements
General Education (GE) Requirements
A1 | Oral Communication B4 |Mathematics/Quantitative Reasoning D1 U.S. History & Political Institutions
A2 | Written Communication B5 |Upper Division Scientific Inquiry D3 |Social Science Discipline Perspectives
A3 Critical Thinking C1 Arts D4 Upper Division Social Sciences
B1 Physical Science C2 Humanities E Foundation Seminar
B2 |[Life Science C3 | Arts or Humanities F Ethnic Studies
B3 Laboratory C4 | Upper Division Arts or Humanities

Degree Requirements

- Minimum semester units History, Constitution, Government Designations
Minimum GPA : ! ; !
required to graduate ek Diversity and Inclusiveness Designation (DI)
Cumulative| CSUSB Major U.S. Constitution Global Perspectives Designation (G)
120 U.S. History Writing Intensive Requirements (WI): UD or LD
2.00 California State and Local Government Writing Intensive Requirements (WI): UD

For additional information on course descriptions, pre-requisites and degree requirements for this major, please consult your PAWS Report or course catalog.


https://bulletin.csusb.edu/
https://www.csusb.edu/class-schedule
https://registrar.cofc.edu/general-edu/index.php
https://www.csusb.edu/advising/students/advising-tools/paws-0
https://bulletin.csusb.edu/general-education-program/#text
https://bulletin.csusb.edu/general-education-program/#designationstext
https://bulletin.csusb.edu/undergraduate-degree-programs/undergraduate-degree-program-requirements/
https://bulletin.csusb.edu/colleges-schools-departments/business-public-administration/information-decision-sciences/information-systems-technology-bs/
https://www.csusb.edu/pdc/our-programs/undergraduate/information-systems-and-technology-cybersecurity

ITS - Cybersecurity YEAR 1: FRESHMAN (0-29.9 UNITS) Year Total: _ 29
FALL SPRING
Course Category Pre-Req Course(s) Units Course Category Pre-Req Course(s) Units
COMM 1006 GE Al *IST 1110 MAJOR:
Oral Communication 3 Introduction to Information LD Core 1
Technology
Written Communcation GE A2 General Education LD GE
3 3
MATH 1301 MAJOR: General Education LD GE
Modeling with Functions LgECgrf; 3 3
Foundation Seminar GEE General Education LD GE
Recommendation: ADMN 1001 or 3 3
ADMN 1002
*ADMN 2100 MAJOR: General Education LD GE
Applied Business Statistics LD Core 3 3
**Free Elective Sraduation
120 cu?nulative Linits 1
Total Fall Units:| 15 Total Spring Units:| 14
ITS - Cybersecurity YEAR 2: SOPHOMORE (30-59.9 UNITS) Year Total: 31
FALL SPRING
Course Category Pre-Req Course(s) Units Course Category Pre-Req Course(s) Units
IST 2210 _ MAJOR: IST 1110 or IST 2310 MAJOR: IST 1110 or
Computer Networks and Security | | b Core | consent of instructor | © | |Applications Development LD Core | consent of instructor | °
General Education LD GE 3 IST 2410 MAJOR: IST 1110
Database Management for 3
Business LD Core
General Education LD GE 1 IST 2510 MAJOR: ADMN 2100 or
Big Data Analytics LD Core | consent of instructor |
General Education LD GE *MGMT 2300 MAJOR:
3 Legal Environment of Organizations LD COI’é 3
General Education LD GE 3 General Education LD GE 3
General Education LD GE 3
Total Fall Units:| 16 Total Spring Units:[ 15



https://www.csusb.edu/pdc/our-programs/undergraduate/information-systems-and-technology-cybersecurity
https://www.csusb.edu/pdc/our-programs/undergraduate/information-systems-and-technology-cybersecurity
https://bulletin.csusb.edu/search/?P=COMM%201006
https://bulletin.csusb.edu/general-education-program/
https://bulletin.csusb.edu/search/?P=MATH%201301
https://bulletin.csusb.edu/search/?P=IST%201110
https://bulletin.csusb.edu/general-education-program/#foundationseminartext
https://bulletin.csusb.edu/general-education-program/#foundationseminartext
https://bulletin.csusb.edu/search/?P=ADMN%201001
https://bulletin.csusb.edu/search/?P=ADMN%201002
https://bulletin.csusb.edu/search/?P=ADMN%202100
https://bulletin.csusb.edu/general-education-program/#text
https://bulletin.csusb.edu/general-education-program/#text
https://bulletin.csusb.edu/general-education-program/#text
https://bulletin.csusb.edu/search/?P=MGMT%202300
https://bulletin.csusb.edu/search/?P=IST%202210
https://bulletin.csusb.edu/search/?P=IST%201110
https://www.csusb.edu/sites/default/files/PermissionRequestAddforStudents.pdf
https://www.csusb.edu/sites/default/files/PermissionRequestAddforStudents.pdf
https://bulletin.csusb.edu/search/?P=IST%201110
https://www.csusb.edu/sites/default/files/PermissionRequestAddforStudents.pdf
https://bulletin.csusb.edu/search/?P=IST%201110
https://bulletin.csusb.edu/search/?P=ADMN%202100
https://bulletin.csusb.edu/search/?P=IST%202310
https://bulletin.csusb.edu/search/?P=IST%202410
https://bulletin.csusb.edu/search/?P=IST%202510

ITS - Cybersecurity YEAR 3: JUNIOR (60-89.9 UNITS) Year Total: _30

FALL SPRING

Course Category Pre-Req Course(s) Units Course Category Pre-Req Course(s) Units
IST 2610 MAJOR: IST 1110 or 3 IST 5150 MAJOR: 3
Cybersecurity LD Core | consent of instructor Project Management UD Core
IST 3110 _ MAJOR: IST 1110 IST 5250 MAJOR: IST 2610
Management of Information UD Core 3 Incident Handling and Concentration 3
Technology Cyber Investigation Core
IST 4610 MAJOR: IST 2610 or Cvbersecurity Elective MAJOR:
Cybersecurity Management Concct:egrt;atlon consent of instructor 3 Coréclgcntti:laetlon 3
MGMT 3500 MAJOR: UD General Education ubD GE Junior or Senior
Applied Communication . 3 B.5 (Scientific Inquiry); C.4 (Arts & ; 3
UD Core; WI Humanities); D.4 (Social Sciences) Standing
Institutions Requirement| General **Free Elective Graduation
Political Science (PSCI) or Graduation 3 120F\::i?1;1:1r|2rtri]veentnits 3
History (HIST) Requirements
Total Fall Units:| 15 Total Spring Units:| 15

ITS - Cybersecurity YEAR 4: SENIOR (90+ UNITS) Year Total: __30

FALL SPRING

Course Category Pre-Req Course(s) Units Course Category Pre-Req Course(s) Units
IST 3420 | MAJOR: IST 1110 or 3 [|IST4310 MAJOR: IST 2310 or 3
Systems Analysis and Design UD Core | consent of instructor Web Technologies UD Core | consent of instructor
IST 4210 MAJOR: |IST 2210 and IST 3110, (|IST 4910 o MAJOR: IST 4210 or
Advanced Computer Networks UD Core | or consent of instructor Enterprise System Administration UD Core consent of instructor 3
IST 4620 MAJOR: IST 2610 and IST 5930 MAJOR: | Consent of instructor
Penetration Testing and Concentration IST 2210 3 Seminar in Information Systems Concentration 3
Ethical Hacking Core and Technology Core
UD General Education UD GE Junior or Senior Cvbersecurity Elective MAJOR:
B.5 (Scientific Inquiry); C.4 (Arts & Standin 3 Concentration 3
Humanities); D.4 (Social Sciences) 9 Elective
UD General Education UD GE Junior or Senior 3 **Free Elective Roguremont
B.5 (Scientific Inquiry); C.4 (Arts & . nen 3
Humanities); D.4 (Social Sciences) Standmg 120 cumulative units
Total Fall Units:| 15 Total Spring Units:| 15
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https://www.csusb.edu/sites/default/files/PermissionRequestAddforStudents.pdf
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https://www.csusb.edu/sites/default/files/PermissionRequestAddforStudents.pdf
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https://bulletin.csusb.edu/search/?P=IST%202210
https://bulletin.csusb.edu/search/?P=IST%203110
https://bulletin.csusb.edu/search/?P=IST%203110
https://bulletin.csusb.edu/search/?P=IST%202610
https://bulletin.csusb.edu/search/?P=IST%203420
https://bulletin.csusb.edu/search/?P=IST%204210
https://bulletin.csusb.edu/search/?P=IST%204310
https://bulletin.csusb.edu/search/?P=IST%204910
https://bulletin.csusb.edu/search/?P=IST%205150
https://bulletin.csusb.edu/search/?P=IST%202610
https://bulletin.csusb.edu/search/?P=IST%205250
https://bulletin.csusb.edu/search/?P=IST%205930
https://bulletin.csusb.edu/search/?P=IST%204620
https://bulletin.csusb.edu/search/?P=IST%202210
https://bulletin.csusb.edu/search/?P=IST%202610
https://bulletin.csusb.edu/search/?P=IST%204610
https://bulletin.csusb.edu/search/?P=IST%204210
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