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CSUSB University Police Department

6 OO Policies

Investigation and Prosecution

600.1 PURPOSE AND SCOPE
The purpose of this policy is to set guidelines and requirements pertaining to the handling and

disposition of criminal investigations.

600.2 POLICY

It is the policy of the CSUSB University Police Department to investigate crimes thoroughly and
with due diligence, and to evaluate and prepare criminal cases for appropriate clearance or
submission to a prosecutor.

600.3 INITIAL INVESTIGATION

600.3.1 OFFICER RESPONSIBILITIES
An officer responsible for an initial investigation shall complete no less than the following:

(@) Make a preliminary determination of whether a crime has been committed by
completing, at a minimum:

1.  Aninitial statement from any witnesses or complainants.
2. A cursory examination for evidence.
(b) Ifinformation indicates a crime has occurred, the officer shall:

1. Preserve the scene and any evidence as required to complete the initial and
follow-up investigation.

2. Determine if additional investigative resources (e.g., investigators or scene
processing) are necessary and request assistance as required.

3. If assistance is warranted, or if the incident is not routine, notify a supervisor or
the Watch Commander.

4.  Make reasonable attempts to locate, identify and interview all available victims,
complainants, witnesses and suspects.

5. Collect any evidence.
6.  Take any appropriate law enforcement action.
7. Complete and submit the appropriate reports and documentation.

(c) Ifthe preliminary determination is that no crime occurred, determine what other action
may be necessary, what other resources may be available, and advise the informant
or complainant of this information.

600.4 CUSTODIAL INTERROGATION REQUIREMENTS

Suspects who are in custody and subjected to an interrogation shall be given the Miranda warning,
unless an exception applies. Interview or interrogation of a juvenile shall be in accordance with
the Temporary Custody of Juveniles Policy.
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600.4.1 AUDIO/VIDEO RECORDINGS

Any custodial interrogation of an individual who is suspected of having committed any violent
felony offense should be recorded (audio or video with audio as available) in its entirety.
Regardless of where the interrogation occurs, every reasonable effort should be made to secure
functional recording equipment to accomplish such recordings.

Consideration should also be given to recording a custodial interrogation, or any investigative
interview, for any other offense when it is reasonable to believe it would be appropriate and
beneficial to the investigation and is otherwise allowed by law.

No recording of a custodial interrogation should be destroyed or altered without written
authorization from the prosecuting attorney and the Detective supervisor. Copies of recorded
interrogations or interviews may be made in the same or a different format as the original recording,
provided the copies are true, accurate and complete and are made only for authorized and
legitimate law enforcement purposes.

Recordings should not take the place of a thorough report and investigative interviews. Written
statements from suspects should continue to be obtained when applicable.

600.4.2 MANDATORY RECORDING OF ADULTS

Any custodial interrogation of an adult who is suspected of having committed any murder shall
be recorded in its entirety. The recording should be video with audio if reasonably feasible (Penal
Code § 859.5).

This recording is not mandatory when (Penal Code § 859.5):

(@) Recording is not feasible because of exigent circumstances that are later documented
in a report.

(b) The suspect refuses to have the interrogation recorded, including a refusal any time
during the interrogation, and the refusal is documented in a report. If feasible, the
refusal shall be electronically recorded.

(c) The custodial interrogation occurred in another state by law enforcement officers
of that state, unless the interrogation was conducted with the intent to avoid the
requirements of Penal Code § 859.5.

(d) The interrogation occurs when no member conducting the interrogation has a
reason to believe that the individual may have committed murder. Continued
custodial interrogation concerning that offense shall be electronically recorded if the
interrogating member develops a reason to believe the individual committed murder.

(e) The interrogation would disclose the identity of a confidential informant or would
jeopardize the safety of an officer, the individual being interrogated or another
individual. Such circumstances shall be documented in a report.

(H A recording device fails despite reasonable maintenance and the timely repair or
replacement is not feasible.

(g) The questions are part of a routine processing or booking, and are not an interrogation.
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(h) The suspect is in custody for murder and the interrogation is unrelated to a
murder. However, if any information concerning a murder is mentioned during the
interrogation, the remainder of the interrogation shall be recorded.

The Department shall maintain an original or an exact copy of the recording until a conviction
relating to the interrogation is final and all appeals are exhausted or prosecution is barred by law
(Penal Code § 859.5).

600.5 DISCONTINUATION OF INVESTIGATIONS
The investigation of a criminal case or efforts to seek prosecution should only be discontinued if
one of the following applies:

(@) All reasonable investigative efforts have been exhausted, no reasonable belief that
the person who committed the crime can be identified, and the incident has been
documented appropriately.

(b) The perpetrator of a misdemeanor has been identified and criminal filing is not desired
by involved parties or is otherwise deemed to be unwarranted by the investigating
officer.

1. In these cases, the investigating officer shall document why prosecution was
not sought.

(c) The case has been submitted to the appropriate prosecutor but no charges have been
filed. Further investigation is not reasonable nor has the prosecutor requested further
investigation.

(d) The case has been submitted to the appropriate prosecutor, charges have been filed,
and further investigation is not reasonable, warranted or requested, and there is no
need to take the suspect into custody.

(e) Suspects have been arrested, there are no other suspects, and further investigation
is either not warranted or requested.

() Investigation has proven that a crime was not committed (see the Sexual Assault
Investigations Policy for special considerations in these cases).

The Domestic Violence, Child Abuse Sexual Assault Investigations and Adult Abuse policies may
also require an arrest or submittal of a case to a prosecutor.

600.6 COMPUTERS AND DIGITAL EVIDENCE

The collection, preservation, transportation and storage of computers, cell phones and other
digital devices may require specialized handling to preserve the value of the related evidence. If
it is anticipated that computers or similar equipment will be seized, officers should request that
computer forensic examiners assist with seizing computers and related evidence. If a forensic
examiner is unavailable, officers should take reasonable steps to prepare for such seizure and
use the resources that are available.
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600.7 INVESTIGATIVE USE OF SOCIAL MEDIA AND INTERNET SOURCES

Use of social media and any other Internet source to access information for the purpose of criminal
investigation shall comply with applicable laws and policies regarding privacy, civil rights and
civil liberties. Information gathered via the Internet should only be accessed by members while
on-duty and for purposes related to the mission of this department. If a member encounters
information relevant to a criminal investigation while off-duty or while using his/her own equipment,
the member should note the dates, times and locations of the information and report the discovery
to his/her supervisor as soon as practicable. The member, or others who have been assigned to
do so, should attempt to replicate the finding when on-duty and using department equipment.
Information obtained via the Internet should not be archived or stored in any manner other than
department-established record keeping systems (see the Records Maintenance and Release and
the Criminal Organizations policies).

600.7.1 ACCESS RESTRICTIONS

Information that can be accessed from any department computer, without the need of an account,
password, email address, alias or other identifier (unrestricted websites), may be accessed and
used for legitimate investigative purposes without supervisory approval.

Accessing information from any Internet source that requires the use or creation of an account,
password, email address, alias or other identifier, or the use of hongovernment IP addresses,
requires the Lieutenant's approval prior to access. The Lieutenant will review the justification for
accessing the information and consult with legal counsel as necessary to identify any policy or
legal restrictions. Any such access and the supervisor approval shall be documented in the related
investigative report.

Accessing information that requires the use of a third party’s account or online identifier requires
the Lieutenant's approval and the consent of the third party. The consent must be voluntary and
shall be documented in the related investigative report.

Information gathered from any Internet source should be evaluated for its validity, authenticity,
accuracy and reliability. Corroborative evidence should be sought and documented in the related
investigative report.

Any information collected in furtherance of an investigation through an Internet source should be
documented in the related report. Documentation should include the source of information and
the dates and times that the information was gathered.

600.7.2 INTERCEPTING ELECTRONIC COMMUNICATION

Intercepting social media communications in real time may be subject to federal and state wiretap
laws. Officers should seek approval from the Lieutenant who shall consult with legal counsel before
any such interception.

600.8 MODIFICATION OF CHARGES FILED
Members are not authorized to recommend to the prosecutor or to any other official of the court
that charges on a pending case be amended or dismissed without the authorization of a Lieutenant
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or the Chief of Police. Any authorized request to modify the charges or to recommend dismissal
of charges shall be made to the prosecutor.

600.9 CELLULAR COMMUNICATIONS INTERCEPTION TECHNOLOGY
The Lieutenant is responsible for ensuring the following for cellular communications interception
technology operations (Government Code § 53166):

(@) Security procedures are developed to protect information gathered through the use
of the technology.

(b) A usage and privacy policy is developed that includes:

1.

The purposes for which using cellular communications interception technology
and collecting information is authorized.

Identification by job title or other designation of employees who are authorized to
use or access information collected through the use of cellular communications
interception technology.

Training requirements necessary for those authorized employees.

A description of how the Department will monitor the use of its cellular
communications interception technology to ensure the accuracy of the
information collected and compliance with all applicable laws.

Process and time period system audits.

Identification of the existence of any memorandum of understanding or other
agreement with any other local agency or other party for the shared use of
cellular communications interception technology or the sharing of information
collected through its use, including the identity of signatory parties.

The purpose of, process for and restrictions on the sharing of information
gathered through the use of cellular communications interception technology
with other local agencies and persons.

The length of time information gathered through the use of cellular
communications interception technology will be retained, and the process the
local agency will utilize to determine if and when to destroy retained information.

Members shall only use approved devices and usage shall be in compliance with department
security procedures, the department’s usage and privacy procedures and all applicable laws.
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601.1 APPLICABILITY
Sworn only.

601.2 PURPOSE AND SCOPE

The purpose of this policy is to establish guidelines for the investigation of sexual assaults. These
guidelines will address some of the unique aspects of such cases and the effects that these crimes
have on the victims.

Mandatory notifications requirements are addressed in the Child Abuse and Adult Abuse policies.

601.2.1 DEFINITIONS
Definitions related to this policy include:

Sexual assault - Any crime or attempted crime of a sexual nature, to include, but not limited to,
offenses defined in Penal Code § 243.4, Penal Code § 261 et seq., and Penal Code § 285 et seq.

Sexual Assault Response Team (SART) - A multidisciplinary team generally comprised of
advocates; law enforcement officers; forensic medical examiners, including sexual assault
forensic examiners (SAFES) or sexual assault nurse examiners (SANES) if possible; forensic
laboratory personnel; and prosecutors. The team is designed to coordinate a broad response to
sexual assault victims.

601.3 POLICY

It is the policy of the CSUSB University Police Department that its members, when responding
to reports of sexual assaults, will strive to minimize the trauma experienced by the victims, and
will aggressively investigate sexual assaults, pursue expeditious apprehension and conviction of
perpetrators, and protect the safety of the victims and the community.

601.4 REPORTING

In all reported or suspected cases of sexual assault, a report should be written and assigned
for follow-up investigation. This includes incidents in which the allegations appear unfounded or
unsubstantiated. Officers shall notify the Campus Assessment Response and Education Team,
the Title IX and Gender Equity Office, and the Victim Advocate.

601.5 RELEASING INFORMATION TO THE PUBLIC

In cases where the perpetrator is not known to the victim, and especially if there are multiple crimes
where more than one appear to be related, consideration should be given to releasing information
to the public whenever there is a reasonable likelihood that doing so may result in developing
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helpful investigative leads. The Detective supervisor should weigh the risk of alerting the suspect
to the investigation with the need to protect the victim and the public, and to prevent more crimes.

601.6 TRAINING
Subject to available resources, periodic training will be provided to:

(@) Members who are first responders. Training should include:
1. Initial response to sexual assaults.
2. Legal issues.
3.  Victim advocacy.
4.  Victim's response to trauma.

(b) Qualified investigators who should receive advanced training on additional topics.
Advanced training should include:

1. Interviewing sexual assault victims.

2.  SART.

3. Medical and legal aspects of sexual assault investigations.

4, Serial crimes investigations.

5. Use of community and other federal and state investigative resources, such as

the Violent Criminal Apprehension Program (ViCAP).

6.  Technigues for communicating with victims to minimize trauma.

601.7 VICTIM INTERVIEWS

The primary considerations in sexual assault investigations, which begin with the initial call
to Communications Center, should be the health and safety of the victim, the preservation of
evidence, and preliminary interviews to determine if a crime has been committed and to attempt
to identify the suspect.

Whenever possible, a member of SART should be included in the initial victim interviews.
An in-depth follow-up interview should not be conducted until after the medical and forensic
examinations are completed and the personal needs of the victim have been met (e.g., change
of clothes, bathing). The follow-up interview may be delayed to the following day based upon the
circumstances. Whenever practicable, the follow-up interview should be conducted by a qualified
investigator.

No opinion of whether the case is unfounded shall be included in the report.

Victims shall not be asked or required to take a polygraph examination (34 USC § 10451; Penal
Code § 637.4).

Victims should be apprised of applicable victim’s rights provisions, as outlined in the Victim and
Witness Assistance Policy.
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601.7.1 VICTIM RIGHTS
Whenever there is an alleged sexual assault, the assigned officer shall accomplish the following:

(@) Advise the victim in writing of the right to have a victim advocate and a support person
of the victim's choosing present at any interview or contact by law enforcement, any
other rights of a sexual assault victim pursuant to Penal Code § 680.2, and the right to
have a person of the same or opposite gender present in the room during any interview
with a law enforcement official unless no such person is reasonably available (Penal
Code § 679.04).

(b) If the victim is transported to a hospital for any medical evidentiary or physical
examination, the officer shall immediately cause the local rape victim counseling
center to be notified (Penal Code § 264.2).

1.  The officer shall not discourage a victim from receiving a medical evidentiary or
physical examination (Penal Code § 679.04).

2. A support person may be excluded from the examination by the officer or the
medical provider if his/her presence would be detrimental to the purpose of the
examination (Penal Code § 264.2).

601.7.2 VICTIM CONFIDENTIALITY

Officers investigating or receiving a report of an alleged sex offense shall inform the victim, or the
victim’s parent or guardian if the victim is a minor, that his/her name will become a matter of public
record unless the victim requests that his/her name not be made public. The reporting officer shall
document in his/her report that the victim was properly informed and shall include any related
response made by the victim, or if a minor, any response made by the victim’s parent or guardian
(Penal Code § 293).

Except as authorized by law, members of this department shall not publicly disclose the name of
any victim of a sex crime who has exercised his/her right to confidentiality (Penal Code § 293).

601.8 COLLECTION AND TESTING OF BIOLOGICAL EVIDENCE
Whenever possible, a SART member should be involved in the collection of forensic evidence
from the victim.

When the facts of the case indicate that collection of biological evidence is warranted, it should
be collected regardless of how much time has elapsed since the reported assault.

If a drug-facilitated sexual assault is suspected, urine and blood samples should be collected from
the victim as soon as practicable.

Subject to requirements set forth in this policy, biological evidence from all sexual assault cases,
including cases where the suspect is known by the victim, should be submitted for testing.

Victims who choose not to assist with an investigation, do not desire that the matter be investigated
or wish to remain anonymous may still consent to the collection of evidence under their control.
In these circumstances, the evidence should be collected and stored appropriately.
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601.8.1 COLLECTION AND TESTING REQUIREMENTS

Members investigating a sexual assault offense should take every reasonable step to ensure
that DNA testing of such evidence is performed in a timely manner and within the time periods
prescribed by Penal Code 8§ 803(g). Generally, rape kits should be submitted to the crime lab
within 20 days after being booked into evidence (Penal Code § 680).

In order to maximize the effectiveness of such testing and identify the perpetrator of any sexual
assault, the assigned officer shall ensure that an information profile for the sexual assault kit
evidence has been created in the California Department of Justice (DOJ) SAFE-T database within
120 days of collection and should further ensure that the results of any such test have been timely
entered into and checked against both the DOJ Cal-DNA database and the Combined DNA Index
System (CODIS) (Penal Code § 680.3).

If the assigned officer determines that a kit submitted to a private laboratory for analysis has not
been tested within 120 days after submission, the officer shall update the SAFE-T database to
reflect the reason for the delay in testing. The assigned officer shall continue to update the status
every 120 days thereafter until the evidence has been analyzed or the statute of limitations has
run (Penal Code § 680.3).

If, for any reason, DNA evidence in a sexual assault case in which the identity of the perpetrator
is in issue and is not going to be analyzed within 18 months of the crime, the assigned officer
shall notify the victim of such fact in writing no less than 60 days prior to the expiration of the 18-
month period (Penal Code § 680(d)).

Additional guidance regarding evidence retention and destruction is found in the Property and
Evidence Policy.

601.8.2 DNA TEST RESULTS

A SART member should be consulted regarding the best way to deliver biological testing results
to a victim so as to minimize victim trauma, especially in cases where there has been a significant
delay in getting biological testing results (e.g., delays in testing the evidence or delayed DNA
databank hits). Members should make reasonable efforts to assist the victim by providing available
information on local assistance programs and organizations as provided in the Victim and Witness
Assistance Palicy.

(@) Uponreceipt of a written request from a sexual assault victim or the victim’s authorized
designee, members investigating sexual assault cases shall inform the victim of the
status of the DNA testing of any evidence from the victim’s case (Penal Code § 680).

1.  Although such information may be communicated orally, the assigned officer
should thereafter follow-up with and retain a copy of confirmation by either
written or electronic mail.

2. Absent a written request, no member of this department is required to, but may,
communicate with the victim or the victim’s authorized designee regarding the
status of any DNA testing.
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(b)

(©)

Subject to the commitment of sufficient resources to respond to requests for
information, sexual assault victims shall further have the following rights (Penal Code
§ 680):

1.

To be informed if a DNA profile of the assailant was obtained from the testing of
the rape kit or other crime scene evidence from their case.

To be informed if there is a match between the DNA profile of the assailant
developed from the evidence and a DNA profile contained in the DOJ Convicted
Offender DNA Database, providing that disclosure would not impede or
compromise an ongoing investigation.

To be informed if the DNA profile of the assailant developed from the evidence
has been entered into the DOJ Databank of case evidence.

Provided that the sexual assault victim or the victim’s authorized designee has kept
the assigned officer informed with regard to current address, telephone number and
email address (if available), any victim or the victim’s authorized designee shall, upon
request, be advised of any known significant changes regarding the victim’s case
(Penal Code § 680).

1.

Although such information may be communicated orally, the assigned officer
should thereafter follow-up with and retain a copy of confirmation by either
written or electronic mail.

No officer shall be required or expected to release any information which might
impede or compromise any ongoing investigation.
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602.1 APPLICABILITY
Sworn only.

602.2 PURPOSE AND SCOPE
This policy sets forth guidelines to be used when members of this department employ eyewitness
identification techniques.

602.2.1 DEFINITIONS
Definitions related to the policy include:

Eyewitness identification process - Any field identification, live lineup or photographic
identification.

Field identification - A live presentation of a single individual to a witness following the
commission of a criminal offense for the purpose of identifying or eliminating the person as the
suspect.

Live lineup - A live presentation of individuals to a witness for the purpose of identifying or
eliminating an individual as the suspect.

Photographic lineup - Presentation of photographs to a witness for the purpose of identifying or
eliminating an individual as the suspect.

602.3 POLICY

The CSUSB University Police Department will strive to use eyewitness identification techniques,
when appropriate, to enhance the investigative process and will emphasize identifying persons
responsible for crime and exonerating the innocent.

602.4 INTERPRETIVE SERVICES

Members should make a reasonable effort to arrange for an interpreter before proceeding with
eyewitness identification if communication with a witness is impeded due to language or hearing
barriers.

Before the interpreter is permitted to discuss any matter with the witness, the investigating member
should explain the identification process to the interpreter. Once itis determined that the interpreter
comprehends the process and can explain it to the witness, the eyewitness identification may
proceed as provided for within this policy.

602.5 EYEWITNESS IDENTIFICATION PROCESS AND FORM

The Detective supervisor shall be responsible for the development and maintenance of an
eyewitness identification process for use by members when they are conducting eyewitness
identifications.
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The process should include appropriate forms or reports that provide:
(@) The date, time and location of the eyewitness identification procedure.
(b) The name and identifying information of the witness.
(c) The name of the person administering the identification procedure.

(d) If applicable, the names of all of the individuals present during the identification
procedure.

(e) An instruction to the witness that it is as important to exclude innocent persons as it
is to identify a perpetrator.

()  An instruction to the witness that the perpetrator may or may not be among those
presented and that the witness is not obligated to make an identification.

(g) Ifthe identification process is a photographic or live lineup, an instruction to the witness
that the perpetrator may not appear exactly as he/she did on the date of the incident.

(h)  Aninstruction to the witness that the investigation will continue regardless of whether
an identification is made by the witness.

(i) A signature line where the witness acknowledges that he/she understands the
identification procedures and instructions.

() A statement from the witness in the witness's own words describing how certain he/
she is of the identification or non-identification. This statement should be taken at the
time of the identification procedure.

The process and related forms should be reviewed at least annually and modified when necessary.

602.6 EYEWITNESS IDENTIFICATION
Members are cautioned not to, in any way, influence a witness as to whether any subject or photo
presented in a lineup is in any way connected to the case.

Members should avoid mentioning that:
. The individual was apprehended near the crime scene.
. The evidence points to the individual as the suspect.
. Other witnesses have identified or failed to identify the individual as the suspect.

In order to avoid undue influence, withesses should view suspects or a lineup individually and
outside the presence of other witnesses. Witnesses should be instructed to avoid discussing
details of the incident or of the identification process with other witnesses.

Whenever feasible, the eyewitness identification procedure should be audio and/or video recorded
and the recording should be retained according to current evidence procedures.

602.7 DOCUMENTATION
A thorough description of the eyewitness process and the results of any eyewitness identification
should be documented in the case report.

Copyright Lexipol, LLC 2019/03/18, All Rights Reserved. Eyewitness Identification - 346
Published with permission by CSUSB University Police

Department



CSUSB University Police Department

Policies

Eyewitness Identification

If a photographic lineup is utilized, a copy of the photographic lineup presented to the witness
should be included in the case report. In addition, the order in which the photographs were
presented to the witness should be documented in the case report.

602.8 FIELD IDENTIFICATION CONSIDERATIONS

Field identifications, also known as field elimination show-ups or one-on-one identifications, may
be helpful in certain cases, where exigent circumstances make it impracticable to conduct a photo
or live lineup identifications. A field elimination or show-up identification should not be used when
independent probable cause exists to arrest a suspect. In such cases a live or photo lineup is the
preferred course of action if eyewitness identification is contemplated.

When initiating a field identification, the member should observe the following guidelines:

(@) Obtain a complete description of the suspect from the witness.

(b) Assess whether a witness should be included in a field identification process by
considering:

1.  The length of time the witness observed the suspect.

2.  The distance between the withess and the suspect.

3. Whether the witness could view the suspect’s face.

4.  The quality of the lighting when the suspect was observed by the witness.

5.  Whether there were distracting noises or activity during the observation.

6. Any other circumstances affecting the witness’s opportunity to observe the
suspect.

7.  The length of time that has elapsed since the witness observed the suspect.

(c) If safe and practicable, the person who is the subject of the show-up should not be
handcuffed or in a patrol vehicle.

(d)  When feasible, members should bring the witness to the location of the subject of the
show-up, rather than bring the subject of the show-up to the witness.

(e) The personwho is the subject of the show-up should not be shown to the same witness
more than once.

() In cases involving multiple suspects, witnesses should only be permitted to view the
subjects of the show-up one at a time.

(g) The person who is the subject of the show-up should not be required to put on clothing
worn by the suspect, to speak words uttered by the suspect or to perform other actions
mimicking those of the suspect.

(h) If a witness positively identifies a subject of the show-up as the suspect,
membersshould not conduct any further field identifications with other witnesses for
that suspect. In such instances members should document the contact information for
any additional witnesses for follow up, if necessary.
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602.8 PHOTOGRAPHIC LINEUP AND LIVE LINEUP CONSIDERATIONS

When practicable, the member presenting the lineup should not be involved in the investigation of
the case or know the identity of the suspect. In no case should the member presenting a lineup to a
witness know which photograph or person in the lineup is being viewed by the witness. Techniques
to achieve this include randomly numbering photographs, shuffling folders or using a computer
program to order the persons in the lineup.

Individuals in the lineup should reasonably match the description of the perpetrator provided by
the witness and should bear similar characteristics to avoid causing any person to unreasonably
stand out. In cases involving multiple suspects, a separate lineup should be conducted for each
suspect. The suspects should be placed in a different order within each lineup.

The member presenting the lineup should do so sequentially (i.e., show the withess one person
at a time) and not simultaneously. The witness should view all persons in the lineup.

A live lineup should only be used before criminal proceedings have been initiated against the
suspect. If there is any question as to whether any criminal proceedings have begun, the
investigating member should contact the appropriate prosecuting attorney before proceeding.
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604.1 APPLICABILITY
All personnel.

604.2 PURPOSE AND SCOPE
The purpose of this policy is to establish guidelines for the use of an unmanned aerial system
(UAS) and for the storage, retrieval and dissemination of images and data captured by the UAS.

604.2.1 DEFINITIONS
Definitions related to this policy include:

Unmanned Aerial System (UAS) - An unmanned aircraft of any type that is capable of sustaining
directed flight, whether preprogrammed or remotely controlled (commonly referred to as an
unmanned aerial vehicle (UAV)), and all of the supporting or attached systems designed for
gathering information through imaging, recording or any other means.

604.3 POLICY

Unmanned aerial systems may be utilized to enhance the department’s mission of protecting lives
and property when other means and resources are not available or are less effective. Any use
of a UAS will be in strict accordance with constitutional and privacy rights and Federal Aviation
Administration (FAA) regulations.

604.4 PRIVACY

The use of the UAS potentially involves privacy considerations. Absent a warrant or exigent
circumstances, operators and observers shall adhere to FAA altitude regulations and shall not
intentionally record or transmit images of any location where a person would have a reasonable
expectation of privacy (e.g., residence, yard, enclosure). Operators and observers shall take
reasonable precautions to avoid inadvertently recording or transmitting images of areas where
there is a reasonable expectation of privacy. Reasonable precautions can include, for example,
deactivating or turning imaging devices away from such areas or persons during UAS operations.

604.5 PROGRAM COORDINATOR
The Chief of Police will appoint a program coordinator who will be responsible for the management
of the UAS program. The program coordinator will ensure that policies and procedures conform to
current laws, campus policies, regulations and best practices and will have the following additional
responsibilities:
. Coordinating the FAA Certificate of Waiver or Authorization (COA) application process
and ensuring that the COA is current.

. Ensuring that all authorized operators and required observers have completed all
required FAA and department-approved training in the operation, applicable laws,
policies and procedures regarding use of the UAS.
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. Developing uniform protocol for submission and evaluation of requests to deploy
a UAS, including urgent requests made during ongoing or emerging incidents.
Deployment of a UAS shall require written authorization of the Chief of Police or the
authorized designee, depending on the type of mission.

. Developing protocol for conducting criminal investigations involving a UAS, including
documentation of time spent monitoring a subject.

. Implementing a system for public notification of UAS deployment.

. Developing an operational protocol governing the deployment and operation of a UAS

including, but not limited to, safety oversight, use of visual observers, establishment
of lost link procedures and secure communication with air traffic control facilities.

. Developing a protocol for fully documenting all missions.

. Developing a UAS inspection, maintenance and record-keeping protocol to ensure
continuing airworthiness of a UAS, up to and including its overhaul or life limits.

. Developing protocols to ensure that all data intended to be used as evidence are
accessed, maintained, stored and retrieved in a manner that ensures its integrity as
evidence, including strict adherence to chain of custody requirements. Electronic trails,
including encryption, authenticity certificates and date and time stamping, shall be
used as appropriate to preserve individual rights and to ensure the authenticity and
maintenance of a secure evidentiary chain of custody.

. Developing protocols that ensure retention and purge periods are maintained in
accordance with established records retention schedules.

. Facilitating law enforcement access to images and data captured by the UAS.

. Recommending program enhancements, particularly regarding safety and information
security.

. Ensuring that established protocols are followed by monitoring and providing periodic

reports on the program to the Chief of Police.

604.6 USE OF UAS
Only authorized operators who have completed the required training shall be permitted to operate
the UAS.

Use of vision enhancement technology (e.g., thermal and other imaging equipment not generally
available to the public) is permissible in viewing areas only where there is no protectable privacy
interest or when in compliance with a search warrant or court order. In all other instances, legal
counsel should be consulted.

UAS operations should only be conducted during daylight hours and a UAS should not be flown
over populated areas without FAA approval.

604.7 PROHIBITED USE
The UAS video surveillance equipment shall not be used:

Copyright Lexipol, LLC 2019/03/18, All Rights Reserved. Unmanned Aerial System (UAS) Operations -
Published with permission by CSUSB University Police 350

Department



CSUSB University Police Department

Policies

Unmanned Aerial System (UAS) Operations

. To conduct random surveillance activities.

. To target a person based solely on individual characteristics, such as, but not limited
to race, ethnicity, national origin, religion, disability, gender or sexual orientation.

. To harass, intimidate or discriminate against any individual or group.
. To conduct personal business of any type.

The UAS shall not be weaponized.

604.8 RETENTION OF UAS DATA
Data collected by the UAS shall be retained as provided in the established records retention
schedule.
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605.1 PURPOSE AND SCOPE

This policy establishes guidelines for the planning and serving of arrest and search warrants by
members of this department. It is understood that this policy cannot address every variable or
circumstance that can arise in the service of a search or arrest warrant, as these tasks can involve
rapidly evolving and unique circumstances.

This policy is intended to be used in conjunction with the Operations Planning and Deconfliction
Policy, which has additional guidance on planning and serving high-risk warrants.

This policy is not intended to address the service of search warrants on locations or property
already secured or routine field warrant arrests by patrol officers.

605.2 POLICY

It is the policy of the CSUSB University Police Department to balance the safety needs of the
public, the safety of department members, privacy interests and other relevant factors when
making decisions related to the service of search and arrest warrants.

605.3 LIEUTENANT
The Lieutenant (see the Operations Planning and Deconfliction Policy) shall review all risk
assessment forms with the involved supervisor to determine the risk level of the warrant service.

The Lieutenant will also have the responsibility to coordinate service of those warrants that
are categorized as high risk. Deconfliction, risk assessment, operational planning, briefing and
debriefing should follow guidelines in the Operations Planning and Deconfliction Policy.

605.4 SEARCH WARRANTS

Officers should receive authorization from a supervisor before preparing a search warrant
application. Once authorization is received, the officer will prepare the affidavit and search warrant,
consulting with the applicable prosecuting attorney as needed. He/she will also complete the risk
assessment form and submit it, along with the warrant affidavit, to the appropriate supervisor and
the Lieutenant for review and classification of risk (see the Operations Planning and Deconfliction
Palicy).

605.5 ARREST WARRANTS

If an officer reasonably believes that serving an arrest warrant may pose a higher risk than
commonly faced on a daily basis, the officer should complete the risk assessment form and submit
it to the appropriate supervisor and the Lieutenant for review and classification of risk (see the
Operations Planning and Deconfliction Policy).

If the warrant is classified as high risk, service will be coordinated by the Lieutenant. If the warrant
is not classified as high risk, the supervisor should weigh the risk of entry into a residence to make
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an arrest against other alternatives, such as arresting the person outside the residence where
circumstances may pose a lower risk.

605.6 WARRANT PREPARATION
An officer who prepares a warrant should ensure the documentation in support of the warrant
contains as applicable:

(@) Probable cause to support the search or arrest, including relevant dates and times
to demonstrate timeliness and facts to support any request for nighttime warrant
execution.

(b) A clear explanation of the affiant’s training, experience and relevant education.

(c) Adequately supported opinions, when relevant, that are not left to unsubstantiated
conclusions.

(d) A nexus between the place to be searched and the persons or items central to
the investigation. The facts supporting this nexus should be clear and current. For
example, the affidavit shall explain why there is probable cause to believe that a
particular person is currently residing at a particular location or that the items sought
are present at a particular location.

(e) Full disclosure of known or suspected residents at the involved location and any
indication of separate living spaces at the involved location. For example, it should be
disclosed that several people may be renting bedrooms at a single location, even if
the exact location of the rooms is not known.

(H A specific description of the location to be searched, including photographs of the
location, if reasonably available.

(g) A sufficient description of the items to be seized.

(h) Full disclosure of any known exculpatory information relevant to the warrant
application (refer to the Brady Material Disclosure Policy).

605.7 HIGH-RISK WARRANT SERVICE

The Lieutenant or the authorized designee shall coordinate the service of warrants that are
categorized as high risk and shall have sole authority in determining the manner in which the
warrant will be served, including the number of officers deployed. The Lieutenant or authorized
designee shall request assistance from the San Bernardino Police Department or the San
Bernardino County Sheriff's Department (as appropriate and applicable) to collaborate on the
service of all high risk warrants.

The member responsible for directing the service should ensure the following as applicable:

(@) When practicable and when doing so does not cause unreasonable risk, video or
photographic documentation is made of the condition of the location prior to execution
of a search warrant. The images should include the surrounding area and persons
present.
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(b) The warrant service is audio- and video-recorded when practicable and reasonable
to do so.

(c) Evidence is handled and collected only by those members who are designated to do
so. All other members involved in the service of the warrant should alert one of the
designated members to the presence of potential evidence and not touch or disturb
the items.

(d) Reasonable efforts are made during the search to maintain or restore the condition
of the location.

(e) Persons who are detained as part of the warrant service are handled appropriately
under the circumstances.

(H Reasonable care provisions are made for children and dependent adults (see the Child
and Dependent Adult Safety Policy).

(@) Alistis made of all items seized and a copy provided to the person in charge of the
premises if present or otherwise left in a conspicuous place.

(h) A copy of the search warrant is left at the location.

(i)  The condition of the property is documented with video recording or photographs
before and after the search.

605.8 DETENTIONS DURING WARRANT SERVICE

Officers must be sensitive to the safety risks of all persons involved with the service of a warrant.
Depending on circumstances and facts present, it may be appropriate to control movements of
any or all persons present at a warrant service, including those who may not be the subject of a
warrant or suspected in the case. However, officers must be mindful that only reasonable force
may be used and weapons should be displayed no longer than the officer reasonably believes is
necessary (see the Use of Force Policy).

As soon as it can be determined that an individual is not subject to the scope of a warrant and that
no further reasonable suspicion or safety concerns exist to justify further detention, the person
should be promptly released.

Officers should, when and to the extent reasonable, accommodate the privacy and personal needs
of people who have been detained.

605.9 ACTIONS AFTER WARRANT SERVICE

The supervisor shall ensure that all affidavits, warrants, receipts and returns, regardless of any
associated cases, are filed with the issuing judge or magistrate as soon as reasonably possible,
but in any event no later than any date specified on the warrant.

605.10 OUTSIDE AGENCIES AND CROSS-JURISDICTIONAL WARRANTS

The Lieutenant will ensure that cooperative efforts with other agencies in the service of warrants
conform to existing mutual aid agreements or other memorandums of understanding and will work
cooperatively to mitigate risks including, but not limited to, the following:
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. Identity of team members
. Roles and responsibilities
. Familiarity with equipment
. Rules of engagement

. Asset forfeiture procedures

Any outside agency requesting assistance in the service of a warrant within this jurisdiction should
be referred to the Lieutenant. The Lieutenant should review and confirm the warrant, including the
warrant location, and should discuss the service with the appropriate supervisor from the other
agency. The Lieutenant should ensure that members of the CSUSB University Police Department
are utilized appropriately. Any concerns regarding the requested use of CSUSB University Police
Department members should be brought to the attention of the Chief of Police or the authorized
designee. The actual service of the warrant will remain the responsibility of the agency requesting
assistance.

If the Lieutenant is unavailable, the Watch Commander should assume this role.

If officers intend to serve a warrant outside CSUSB University Police Department jurisdiction,
the Lieutenant should provide reasonable advance notice to the applicable agency, request
assistance as needed and work cooperatively on operational planning and the mitigation of risks
detailed in this policy.

Officers will remain subject to the policies of the CSUSB University Police Department when
assisting outside agencies or serving a warrant outside CSUSB University Police Department
jurisdiction.

605.11 MEDIA ACCESS

No advance information regarding warrant service operations shall be released without the
approval of the Chief of Police. Any media inquiries or press release after the fact shall be handled
in accordance with the News Media Relations Policy.

605.12 TRAINING

The Training Coordinator should ensure officers receive periodic training on this policy and
associated topics, such as legal issues, warrant preparation, warrant service and reporting
requirements.
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606.1 APPLICABILITY
Sworn only.

606.2 PURPOSE AND SCOPE
This policy provides guidelines for planning, deconfliction and execution of high-risk operations.

Additional guidance on planning and serving high-risk warrants is provided in the Warrant Service
Policy.

606.2.1 DEFINITIONS
Definitions related to this policy include:

High-risk operations - Operations, including service of search and arrest warrants and sting
operations, that are likely to present higher risks than are commonly faced by officers on a daily
basis, including suspected fortified locations, reasonable risk of violence or confrontation with
multiple persons, or reason to suspect that persons anticipate the operation.

Operations Director - For the purposes of this policy, the term "operations director" relates to any
officer, detective, supervisor, or command level officer who is responsible for the development
of a plan for the service of a warrant, or the coordination of a response to a particular incident
or problem.

606.3 POLICY

It is the policy of the CSUSB University Police Department to properly plan and carry out high-
risk operations, including participation in a regional deconfliction system, in order to provide
coordination, enhance the safety of members and the public, decrease the risk of compromising
investigations and prevent duplicating efforts.

606.4 OPERATIONS DIRECTOR
The Chief of Police will designate a member of this department to be the operations director.

The operations director will develop and maintain a risk assessment form to assess, plan and
coordinate operations. This form should provide a process to identify high-risk operations.

The operations director will review risk assessment forms with involved supervisors to determine
whether a particular incident qualifies as a high-risk operation. The director will also have the
responsibility for coordinating operations that are categorized as high risk.

606.5 RISK ASSESSMENT

606.5.1 RISK ASSESSMENT FORM PREPARATION
Officers assigned as operational leads for any operation that may qualify as a high-risk operation
shall complete a risk assessment form.
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When preparing the form, the officer should query all relevant and reasonably available intelligence
resources for information about the subject of investigation, others who may be present and the
involved location. These sources may include regional intelligence and criminal justice databases,
target deconfliction systems, firearm records, commercial databases and property records. Where
appropriate, the officer should also submit information to these resources.

The officer should gather available information that includes, but is not limited to:

(@) Photographs, including aerial photographs, if available, of the involved location,
neighboring yards and obstacles.

(b)  Maps of the location.
(c) Diagrams of any property and the interior of any buildings that are involved.

(d) Historical information about the subject of investigation (e.g., history of weapon
possession or use, known mental iliness, known drug use, threats against police, gang
affiliation, criminal history).

(e) Historical information about others who may be present at the location (e.g., other
criminals, innocent third parties, dependent adults, children, animals).

()  Obstacles associated with the location (e.g., fortification, booby traps, reinforced
doors/windows, surveillance measures, number and type of buildings, geographic and
perimeter barriers, the number and types of weapons likely to be present, information
that suggests the presence of explosives, chemicals or other hazardous materials, the
potential for multiple dwellings or living spaces, availability of keys/door combinations).

(g) Other environmental factors (e.g., nearby venues such as schools and day care
centers, proximity of adjacent homes or other occupied buildings, anticipated
pedestrian and vehicle traffic at the time of service).

(h)  Other available options that may minimize the risk to officers and others (e.g., making
an off-site arrest or detention of the subject of investigation).

606.5.2 RISK ASSESSMENT REVIEW
Officers will present the risk assessment form and other relevant documents (such as copies of
search warrants and affidavits and arrest warrants) to their supervisor and the operations director.

The supervisor and operations director shall confer and determine the level of risk. Supervisors
should take reasonable actions if there is a change in circumstances that elevates the risks
associated with the operation.

606.5.3 HIGH-RISK OPERATIONS
If the operations director, after consultation with the involved supervisor, determines that the
operation is high risk, the operations director should:

(@) Determine what resources will be needed at the location, and contact and/or place on
standby any of the following appropriate and available resources:

1. (SBPD or SBSD SWAT)

2. Additional personnel
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Outside agency assistance
Special equipment

Medical personnel

Persons trained in negotiation
Additional surveillance

Canines

© © N o g &> W

Property and Evidence Officer or analytical personnel to assist with cataloguing
seizures

10. Forensic specialists
11. Specialized mapping for larger or complex locations

(b) Contact the appropriate department members or other agencies as warranted to begin
preparation.

(c) Ensure that all legal documents such as search warrants are complete and have any
modifications reasonably necessary to support the operation.

(d) Coordinate the actual operation.

606.6 DECONFLICTION

Deconfliction systems are designed to identify persons and locations associated with
investigations or law enforcement operations and alert participating agencies when others are
planning or conducting operations in close proximity or time or are investigating the same
individuals, groups or locations.

The officer who is the operations lead shall ensure the subject of investigation and operations
information have been entered in an applicable deconfliction system to determine if there is
reported conflicting activity. This should occur as early in the process as practicable, but no later
than two hours prior to the commencement of the operation. The officer should also enter relevant
updated information when it is received.

If any conflict is discovered, the supervisor will contact the involved jurisdiction and resolve the
potential conflict before proceeding.

606.7 OPERATIONS PLAN

The operations director should ensure that a written operations plan is developed for all high-risk
operations. Plans should also be considered for other operations that would benefit from having
a formal plan.

The plan should address such issues as:

(@) Operation goals, objectives and strategies.

(b) Operation location and people:
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1. The subject of investigation (e.g., history of weapon possession/use, known
mental illness issues, known drug use, threats against police, gang affiliation,
criminal history)

2.  The location (e.g., fortification, booby traps, reinforced doors/windows,
surveillance cameras and/or lookouts, number/type of buildings, geographic
and perimeter barriers, the number and types of weapons likely to be present,
information that suggests the presence of explosives, chemicals or other
hazardous materials, the potential for multiple dwellings or living spaces,
availability of keys/door combinations), including aerial photos, if available, and
maps of neighboring yards and obstacles, diagrams and other visual aids

3.  Other environmental factors (e.g., nearby venues such as schools and day care
centers, proximity of adjacent homes or other occupied buildings, anticipated
pedestrian and vehicle traffic at the time of service)

4, Identification of other people who may be present in or around the operation,
such as other criminal suspects, innocent third parties and children

(c) Information from the risk assessment form by attaching a completed copy in the
operational plan.

1.  The volume or complexity of the information may indicate that the plan includes
a synopsis of the information contained on the risk assessment form to ensure
clarity and highlighting of critical information.

(d) Participants and their roles.

1.  An adequate number of uniformed officers should be included in the operation
team to provide reasonable notice of a legitimate law enforcement operation.
2. How all participants will be identified as law enforcement.

(e) Whether deconfliction submissions are current and all involved individuals, groups and
locations have been deconflicted to the extent reasonably practicable.

() Identification of all communications channels and call-signs.

(@) Use of force issues.

(h) Contingencies for handling medical emergencies (e.g., services available at the
location, closest hospital, closest trauma center).

()  Plans for detaining people who are not under arrest.

(i)  Contingencies for handling children, dependent adults, animals and other people who
might be at the location in accordance with the Child Abuse, Adult Abuse, Child and
Dependent Adult Safety and Animal Control policies.

(k)  Communications plan

()  Responsibilities for writing, collecting, reviewing and approving reports.
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606.7.1 OPERATIONS PLAN RETENTION

Since the operations plan contains intelligence information and descriptions of law enforcement
tactics, it shall not be filed with the report. The operations plan shall be stored separately and
retained in accordance with the established records retention schedule.

606.8 OPERATIONS BRIEFING

A briefing should be held prior to the commencement of any high-risk operation to allow
all participants to understand the operation, see and identify each other, identify roles and
responsibilities and ask questions or seek clarification as needed. Anyone who is not present at
the briefing should not respond to the operation location without specific supervisory approval.

(@) The briefing should include a verbal review of plan elements, using visual aids, to
enhance the participants’ understanding of the operations plan.

(b)  All participants should be provided a copy of the operations plan and search warrant, if
applicable. Participating personnel should be directed to read the search warrant and
initial a copy that is retained with the operation plan. Any items to be seized should
be identified at the briefing.

(c) The operations director shall ensure that all participants are visually identifiable as law
enforcement officers.

1. Exceptions may be made by the operations director for officers who are
conducting surveillance or working under cover. However, those members
exempt from visual identification should be able to transition to a visible law
enforcement indicator at the time of enforcement actions, such as entries or
arrests, if necessary.

(d) The briefing should include details of the communications plan.

1. It is the responsibility of the operations director to ensure that Communications
Center is notified of the time and location of the operation, and to provide a copy
of the operation plan prior to officers arriving at the location.

2. If the radio channel needs to be monitored by Communications Center, the
dispatcher assigned to monitor the operation should attend the briefing, if
practicable, but at a minimum should receive a copy of the operation plan.

3. The briefing should include a communications check to ensure that all
participants are able to communicate with the available equipment on the
designated radio channel.

606.9 SBPD OR SBSD SWAT PARTICIPATION

If the operations director determines that SBPD or SBSD SWAT participation is appropriate, the
director and the SBPD or SBSD SWAT supervisor shall work together to develop a written plan.
The SBPD or SBSD SWAT supervisor shall assume operational control until all persons at the
scene are appropriately detained and it is safe to begin a search. When this occurs, the SBPD
or SBSD SWAT supervisor shall transfer control of the scene to the handling supervisor. This
transfer should be communicated to the officers present.
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606.10 MEDIA ACCESS

No advance information regarding planned operations shall be released without the approval
of the Chief of Police. Any media inquiries or press release after the fact shall be handled in
accordance with the News Media Relations Policy.

606.11 OPERATIONS DEBRIEFING

Operations should be debriefed as soon as reasonably practicable. The debriefing should include
as many participants as possible. This debrief may be separate from any SBPD or SBSD SWAT
debriefing.

606.12 TRAINING

The Training Coordinator should ensure officers and SBPD or SBSD SWAT team members who
participate in operations subject to this policy should receive periodic training including, but not
limited to, topics such as legal issues, deconfliction practices, operations planning concepts and
reporting requirements.

Copyright Lexipol, LLC 2019/03/18, All Rights Reserved. Operations Planning and Deconfliction - 361
Published with permission by CSUSB University Police

Department



