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BACKGROUND: The CIA Request Process
The CIA form has very distinct steps:

CIA Request forms have 2 stages: “REQUEST” and “IMPLEMENTATION”. CIA Requests start as an
ISET CIA REQUEST FORM. After Security Administrator authorization it becomes an ISET
IMPLEMENTATION FORM. This is key when attempting to retrieve forms and understanding which
queue a request might be in.

An email from “DoNotReply@csusb.edu” will announce a CIA Request ready for your authorization.

COPY the enclosed email link and paste into an Internet Explorer (IE), Firefox, or Chrome browser
window (Please note this link will not work properly in Microsoft Edge). The link takes you to OnBase
where you can review, edit, and authorize the CIA request.
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Next choose “Open Workflow”. Another window will open.

OnBase +m ¥
€ .

LIFE CYCLE VIEW  WORK FOLDER

L4 Combined inbox
» o, ACC Delegation of Authority
ClA Request Process
& ClA Systerm Eventl Work (5Y5)
» o PUR Equpment/Software Purchase Approval Form

Choose CIA Security Administrator Review (LB) and
the “Inbox” will populate with the waiting requests.

Note: Load balanced “LB” allows you to only see
components you’re the Security Admin for.

Inbox (&
Drag a column header here to group by that column.
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Click the line and the request will populate the large
window.
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Authorizing Requests

VALIDATE REQUEST

Review CIA Requests to provide context like the requester’'s department, their job code or position
title. Also, the fields for mirroring access or the reason for the request may provide pertinent details.
Contact the MPP, Supervisor or the requester if additional information is needed.

Computerized Information Access (CIA) Form
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REVIEW AREA REQUEST DETAILS
Each tab has a Requester Comments field that may or may not contain additional information.
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AUTHORIZE THE REQUEST
Click “Authorize” checkbox next to the area to which you’re the Security Admin.

M Dther Companent I Other Security Admenistrator CUA Other Security Admin Authorizstion

[ [APP MGMNT SYSTEM) | =3

[EOVOTE READY =1 -

NOT clicking the “Authorize” box will drop the request from the workflow process. Do not forget this
step.

CAUTION: MPPs can see the entire form and receive it before Security Administrators. If you're
approving as the MPP_DON’T CLICK the “Authorize” box.

Each tab has a “Security Administrator Comments” field. Add your instructions (i.e. roles, level of
access, or other details) for the implementer who grants access.

1. Include your initials at the end of any comments. Example: “-mab”.
2. Add another line by hitting “enter” if following another's comments.

Addittenal Information

Haquestor (omments

PeopleSoft Security Administrators must indicate
[ocurty Admintetratr Commant the role(s) being granted. This is on audit requirement.
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Go to Authorize/Submit/Save tab.

Employee Human Resources Stwdent Administration Finance Data Center Department Databaies Jther Authorbe Submi Save

Security Administrator Authorizaton

Select

Be sure you authonzed each specifc a00ess request assigned 1o you on the previcus 1abs by checking "authonze” before authonang‘demying the entre

has

Here’s how:

STEPS TO REMOVE/DENY
1. Click the remove button next to the unneeded component
2. Add your reason and initials to the security administrator comments field
3. Go to the Authorize/Submit/Save page
4. Use the Security Admin’s drop down box to AUTHORIZE

Click “Remave”
to eliminate a
specific area.
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—

Buehorire ey o . - .

TR = Click "Submit” to
B Sagfe wina haee nahicaled 3 save ?'Dur praviouws tabs befone submitbng this foem

par— decision. r

Authorized requests now proceed to training validation.

Process Flow
OnBase Computerized Information Access (CIA) Requests

OnBase digitally manages how Computerized Information Access (CIA) Requests are created,
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CIA Request Process Flow



